Comments on DFARS Case 2004-D010 
Federal Register July 12, 2005)

Spence M. (Sam) Armstrong 

Member, the Government, University, Industry, Research Roundtable (GUIRR)

8714 Bluedale Street 

Alexandria, VA 22308

October 11, 2005
Disclaimer:  The GUIRR is chartered under the National Academies of Science to provide a forum for senior members of the three sectors (government, university, industry) to meet three times a year to discuss issues pertinent to those sectors.  Deemed exports surfaced as a topic at GUIRR’s October 2004 meeting, and I have led a task force of GUIRR members during the past year to more thoroughly understand the issue.  There have been numerous telecons of this multi-sector group during this time and several meetings at the National Academies.  In May of this year, I submitted my comments to the Department of Commerce on their IG’s recommendations concerning “deemed exports”.  The concern over the proposed DFARS change in the interim was such that the efforts of the task force morphed over into that issue since they are closely related.  The DOD IG was inspecting the same issue of “deemed exports” and the proposed DFARS change is a response to the recommendations from the DOD IG. Since GUIRR is prohibited from issuing any formal statements or reports, it is from my personal knowledge gained during these discussions that I wrote the comments to the Department of Commerce and these comments to DFARS Case 2004-D1010.  I have attempted to do justice to the inputs of task force members where possible, but the opinions expressed herein are strictly my own, and I am solely responsible for these comments.
The Situation:  PL 106-65, “National Defense Authorization Act for FY 2000 requires the Office of Inspector General of several departments to conduct an annual review of policies and procedures with respect to their adequacy in preventing the export of sensitive  technology and technical information to countries and entities of concern.  In 2004 the OIG of the Departments of Commerce, Defense, Energy, Homeland Security, State and the Central Intelligence Agency reviewed “deemed exports”.  The reason for this focus is unknown to me and my group.  Each of the OIG’s published their own report as well as a combined agency interagency review.
My Comments:  The DOD is to be commended for taking the responsibility for identifying any export-controlled information and technology in its contracts.  In my experience in dealing with export-control issues over the past several years contractors, universities and FFRDC’s are readily agreeable to following the applicable rules if the know what exactly is to be controlled.  It is the intent of this DFARS change to have the DOD contracting officers ensure that contracts identify this information and technology.  My Concerns:  Where will the contracting officers get the specifics of the export-controlled information and technology to place in the contracts?  The proposal on the table mentions the “requiring activity”.  My assumption is that this means the DOD program managers for each contract.  Furthermore, if “requiring=solicitation and acquiring=contract, will the requirer be prescient enough to predict what the proposer will offer in the way of information and technology?  If the program managers do not take this seriously, the contracting officers are apt to insert a boiler-plate clause requiring the contractors to comply with export control rules.  Thus, no improvement over what we have today.  Secondly, is the export-controlled information and technology that may be identified in the contracts authoritative?  If the contract identifies information X and technology Y can the contractor rely on State and Commerce to accept that identification and not charge later that technology Z should have also been protected?

Other Factors:  The Defense Technical Information Center (DTIC) maintains a data base of scientific, technical and analytical information in the DOD community.  This is required in DFARS 235.010 and 252.235-7011 so supposedly any information and technology that DOD would want to identify/release to the contractors would be in this data base.  For each entry in the data base, the distribution code is listed and would identify any export control restrictions.  Additionally, contractors are required to search the DTIC data base to get whatever is releasable to them in the performance of their contracts.  The sound rationale for this is that the government doesn’t want to pay for something that they have already accepted.  If the contractor searched the DTIC data base and finds there are some distribution restriction, he could contact the DOD program manager to get him to order its release.  If this works as prescribed by DOD regulations as I have described it, then there should be no need for the DFARS change being proposed.  

Recommendations:  
1. Don’t publish the proposed DFARS change.  The existing regulations as I have described them should be very sufficient.  Some have said that they suspect that results of DOD research have not been dutifully placed in DTIC’s database.  Recommend that each DOD component conduct a survey to see if their program managers and their contractors are following the regulations.  If they are not following these regulations, why would they be more apt to follow this DFARS change? 
2. If DOD insists upon publishing this change, don’t do it until Commerce issues its final position on deemed exports.  I have gotten feedback on this recommendations that DOD has been written up by its IG and needs to take action ASAP to prevent any further violations of export control rules.  Besides, whatever Commerce puts out finally will just be a clarification of the existing EAR.  If it is that straight forward, why did Commerce get over 300 comments about their IG recommendations?  Commerce has acknowledges that the large majority of the comments expressed deep concerns over all or parts of the Commerce IG recommendations.  If Commerce accepts the recommended change on “use technology” then there could potentially be a major impact on the scope of deemed exports.  Even the millions of distribution codes for the DTIC data base could be subject for review as a result—especially if DOD program managers and contracting officers are going to rely on DTIC to satisfy the DFARS change.

3. Also, if there is a DFARS change in the offing, the very specific requirements for badging and segregation should be much more flexible.  It should be understood that these requirements are much more difficult to execute in an academic environment that they would be in a contractor or FFRDC’s facility.
4. Both EAR and ITAR have exceptions for fundamental research.  DOD could inadvertently jeopardize that exception if it interprets the “generation of” to mean a pre-publication review that could prevent the public release thereby bringing into question the association of foreign persons in research that was assumed to be fundamental research.
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