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October 11, 2005
Via E-Mail and U.S. Mail

Defense Acquisition Regulations Council

Attn:  Ms. Amy Williams

OUSD (AT&L) DPAP (DAR)

IMD 3C132

3062 Defense Pentagon

Washington, DC 20301-3062



RE: DFARS CASE 2004-D010
Dear Ms. Williams:

Indiana University is pleased to have this opportunity to submit comments in response to the proposed amendment of the Defense Federal Acquisition Regulation Supplement (“DFARS”), published July 12, 2005, in the Federal Register (70 Fed. Reg. 39976).  As one of the leading research universities in the nation, Indiana University understands that it must, along with all other United States research universities, help preserve national security and protect against threats to that security.  Likewise, we are committed to complying with the export control laws and to ensuring that members of the academic community understand and fulfill their obligations under the law.  However, with respect to the DFARS proposal, we suggest that efforts to address these issues should be undertaken only after the Department of Commerce addresses fundamental questions about the scope of the Export Administration Regulations (“EAR”).  We are also concerned that the July 12, 2005 proposed amendment to the DFARS is unclear, and that some portions are unnecessary and overly restrictive. 

1. Interaction with Department of Commerce Changes.   
The scope of the DFARS rules will depend on the outcome of changes under consideration by the Department of Commerce.  On March 28, 2005, the Department of Commerce published Advanced Notice of Proposed Rulemaking in the Federal Register (70 Fed Reg. 15607).  The Bureau of Industry and Security (“BIS”) reviewed the recommendations contained in the U.S. Department of Commerce Office of Inspector General Report entitled “Deemed Export Controls May Not Stop the Transfer of Sensitive Technology to Foreign Nationals in the U.S.”  This Department of Commerce report advocated clarification of the application of whether the “use” of certain equipment or technologies requires a license under the Export Administration Regulations (“EAR”), even if the technology is used to conduct fundamental research.  In the notice of rulemaking, the BIS proposed to revise a portion of the EAR to specify that “whereas no license is required for the transfer of technology to conduct ‘fundamental research,’ a license may be required if, in conducting fundamental research, the foreign graduate student needs access to technology to ‘use’ equipment if the export of the equipment to the student would require a license under the EAR.”  
We have provided comments to the Department of Commerce to advise them of the dramatic impact this change would have on the operations of Indiana University.  Because Indiana University is committed to scholarly exchange and protects vigorously the right to publish and disseminate the results of University research, research at IU thus far has constituted “fundamental research” that is excluded from deemed export licensing requirements under the EAR.  We have also relied on other available exclusions, such as the “educational information” exclusion concerning the use of technology in classrooms and teaching laboratories.  Accordingly, we have not had to undertake individualized inquiries for every foreign faculty member, staff member, student, or visitor to determine what technology they will encounter or use on campus; to pursue deemed export licenses for them to have access to that technology; or take measures to secure against access to that technology by foreign nationals.  If the Department of Commerce’s proposed changes to the deemed licensing rules for the “use” of controlled equipment were adopted, we would have to:

· conduct a widespread inventory of equipment on our campuses; 

· classify each piece of equipment against the EAR to determine whether it is controlled; 

· determine whether the controlled equipment is controlled for “use technology”;

· attempt to identify every foreign national on campus who may at some point operate equipment controlled for “use technology,” and make individualized determinations as to whether such persons require a license to use the equipment (if the proposal of the Department of Commerce to consider country of birth is adopted, this task will become even more difficult);

· apply for licenses for all such persons, or deny access them access to the equipment and to information concerning its operation.  To be effective, the latter may require alteration of labs, computer networks, other facilities, and certainly would require alterations in the environment of open exchange and spontaneous collaboration that currently characterizes academic research.  

Indiana University, along with other commentators, believes that the DFARS proposal should not require contracts to impose the burdens of a control system, badging, and export control training programs when a research contract anticipates the performance of fundamental research, and the underlying technology is, therefore, exempt from export controls.  This may have been the original intent of the Department of Defense; however, this should be made explicit in the language of the rule.  Coordination with the BIS is critical.  The BIS has not yet decided whether its rules should apply the “deemed export” rule in the EAR even when fundamental research is being performed.  

Coordination with the BIS is critical for another reason, as well.  The mechanism used to determine whether a particular technology is subject to export controls is the very complex Commerce Control List (“CCL”), issued by the BIS under the EAR.  It is conceivable that a difference of opinion could arise between the Department of Defense and the BIS about the scope of an available exemption to the licensing requirements, or in the application of the EAR to particular information and technologies.  The Department of Defense may wish to address how such conflicts will be resolved in its DFARS proposal. 
It is our recommendation that the Department of Defense apply the DFARS rule only in cases when the Department identifies that, as part of a contract, it is making a transfer of export-controlled technology to a contractor.  This is the critical recommendation contained in the report issued by the Inspector General (“Export-Controlled Technology at Contractor, University, and Federally Funded Research and Development Center Facilities.”)   The DFARS rule extends beyond the situations considered in the Inspector General’s report.
2. Badging Requirement.  
As proposed, the DFARS amendment would require a mandatory access control plan with “unique badging requirements for foreign nationals and foreign persons and segregated work areas for export-controlled information and technology.”  The language is overly broad because it apparently requires badging of all “foreign nationals and foreign persons” regardless of whether such a foreign national/person (or the underlying technology) has been approved for disclosure.  Requiring badging of all foreign nationals, and only foreign nationals, even if the foreign national/person may have access to the technology under the EAR, does not improve security; it only stigmatizes foreign researchers.  The Department of Defense Inspector General’s report referenced above recommended that the Department require contractors to prevent “unauthorized disclosure to foreign nationals.”  (See page 19).  It does not recommend preventing or discouraging disclosure to all foreign nationals.  Such a badging requirement does not further compliance with the requirements of the EAR and it runs counter to the mission of universities to provide open access to students who are performing fundamental research.  
3. Consistency with National Security Decision Directive 189.  
According to the guidance issued in National Security Decision Directive 189 (“NSDD 189”), the mechanism of classification shall be the proper method to impose government limitations on research efforts.  NSDD 189 confirms our country’s advantage in science and technology owes in large part to an open research environment in our universities.  Accordingly, NSDD 189 provides that if national security dictates limited access to information, “the mechanism for control of information generated during federally-funded fundamental research in science, technology, and engineering at colleges, universities, and laboratories is classification.”  
Because the control system imposed in the DFARS is overly broad by requiring badging of all foreign persons/ foreign nationals, it extends beyond the scope of the EAR, and does not conform to the preference expressed by NSDD 189 to use classification as a method for maintaining national security related information.  

Compliance with the EAR and national security controls is taken seriously by United States educational institutions.  However, the DFARS rule should not fail to recognize what the NSDD 189 recognizes, namely the significant contributions to the national economy made by the sharing and publication of university research.  Indiana University suggests that DFARS should not extend the security controls on information and technology beyond the clear terms of the EAR.  
Indiana University remains committed to compliance with all regulations regarding research, and we hope this information is helpful.  We also greatly appreciate Department of Defense’s request for public comment and desire to receive comments concerning these proposals.

















Very truly yours,







Ann J. Gellis

Associate Vice President for Research Compliance
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