Comments from ODUSD(LABS) re: DFARS proposed rulemaking – Case 2004-D010

The following comments are from the office of the Director of Defense Laboratory Management with regards to the export compliance clause proposed for incorporation into the DFAR Supplement under case 2004-D010.

1. The policy stated in Section 204.7303 is that “The contracting officer shall ensure that contracts identify any export-controlled information and technology, as determined by the requiring activity.”  It was clearly not intended that this clause be used in ALL R&D solicitations and contracts.  The punctuation of the first sentence in Section 204.7304 suggests that the qualifying clause “that may involve the use or generation of export-controlled information or technology” does not apply to contracts for “(a) Research and development.”  This could result in the clause being used routinely in every R&D contract thereby requiring contractors with no access to export-controlled information to maintain an export compliance program and an access control plan.

· To eliminate possible confusion, it is recommended that the word “only” be added and that everything between the words "contracts” and “that may involve” be removed. This will result in use of the clause “only in solicitations and contracts that may involve the use or generation of export-controlled information or technology.”

· Since ANY contract that involves export-controlled information should probably contain this clause, eliminating the ‘a’ and ‘b’ qualifiers should have no adverse impact.
· Recommend changing Section 252.204-70XX(g) in a similar fashion as above so that contractors include the proposed clause only in subcontracts that involve export-controlled information. 

2. Section 252.204.70XX(d)(1) of the proposed clause directs the contractors to maintain an access control plan that includes unique badging requirements and segregated work areas.  It is believed that this requirement was a direct result of the DoD IG report (D-2004-061) which stated on page 9 in a section titled “Cleared Facilities” - 

"The NISPOM requires that technology control plans contain procedures to prevent unauthorized access by foreign nationals for all export-controlled technology.  A technology control plan should include unique badging requirements for foreign nationals, segregated work areas, and other security measures, as appropriate."     

The NISP was intended to address the handling of classified information at "cleared contractor facilities" and also addresses the handling of export-controlled information by those facilities.  This is evidenced by the first sentence in Section 2-310 of the NISPOM which states that “cleared” companies shall have a Technology Control Plan (TCP).  In Section 10-509 of the NISPOM it also states that a TCP is required at “cleared contractor facilities” unless the Cognizant Security Agency (CSA) determines that procedures already in place at the contractor's facility are adequate.  Both sections are shown on the last page of this docoument.  

 

This could become a contentious issue for universities that accept unclassified government contracts.  If they hold export-controlled information, they will be subject to the proposed clause even if they are not “cleared” to handle classified information.  Since facilities that are not cleared do not have a CSA to determine that existing procedures are adequate, they would be required to implement badging and segregated work areas.  Even the NISPOM allows the use of “other security measures, as appropriate" in order to provide cleared contractors latitude in achieving the stated objectives.  The IG’s revised recommendation “to include unique badging requirements for foreign nationals and segregated work areas where controlled technology is involved” was overly prescriptive.  Without allowing the use of “other security measures, as appropriate," it could require uncleared university-based contractors to implement more stringent access controls than the NISPOM requires of cleared industrial-based contractors.  

 

· Recommend that 252.204.70XX(d)(1) be removed in its entirety.  The remaining sections would still require the contractor to maintain an “effective export compliance program” and “adequate controls” over access, without the prescriptive requirements for badging or segregated work areas.
3. It is understood that “all contractors… are already subject to export control laws and regulations” and that “the requirements in this proposed rule are clarifications of existing responsibilities” in the Code of Federal Regulations.  However, if the clause is included in all contracts, then as currently proposed it would require contractors to maintain export compliance programs and access control plans even when there is no chance that export-controlled information or technology would be involved (as in the case of Basic Research contracts).

This is especially important for contracts to universities.  The ITAR, states that: 

University research will NOT be considered fundamental research if: 
   (i) The University or its researchers accept other restrictions on publication of scientific and technical information resulting from the project or activity, or 
   (ii) The research is funded by the U.S. Government and specific access and dissemination controls protecting information resulting from the research are applicable. 
Notice these words do not apply to contractors that are not universities.  The ITAR distinguishes between university contractors and all other contractors because the ITAR demands running a test on university contracts that it does not demand for other contractors.

Any hint that controls are present might be interpreted by a university attorney to mean that some designated official must make a determination concerning the presence or absence of a control.  The requirement for someone other than the university principle investigator to make a determination IS a control on the behavior of the university principal investigator.  Therefore, it is a control on her ability to publish.

If we must have the clause present, we need to guarantee the university contractor that mere acceptance of the clause is not instantaneous acceptance of a publication control (i above).  We need to guarantee the university contractor that mere acceptance of the clause does not signify that access and dissemination controls are being imposed (ii above).  The contract must make clear that condition i or ii above is not satisfied until the Government notifies the university contractor of our intent to turn the switch ON.  Otherwise, the switch is always known by all parties to contract to be OFF.

· Therefore, in keeping with the stated policy (Section 204.7303 – quoted above) and the IG recommendation to DUSD(TSP&C) which requires program managers to identify export-controlled technology, it is recommended that the clause specify that the government shall follow the IG’s suggestions. Propose changing Section 252.204.70XX (b) as follows:

 

    (b) In performing this contract, the Contractor may gain access to, or generate, export-controlled information or technology. The government shall:

(i) Identify export-controlled technology that may be used or potentially generated in the course of this contract.

(ii) Identify foreign national restrictions, and licensing requirements.

(iii) Identify threats by foreign countries that are targeting the specific technologies.

(iv) Identify vulnerabilities and countermeasures to protect the export-controlled technology.

Otherwise, this clause does not apply to this contract.
As an alternative, other wording might be added that would relieve the contractor of the prescriptive requirements of the clause in the event that export-controlled technology is not involved.  
Excerpts from the National Industrial Security Program Operating Manual (DoD 5220.22-M)

2-310. Technology Control Plan. A TCP approved by the Cognizant Security Agency (CSA) shall be developed and implemented by those companies cleared under a Voting Trust Agreement, Proxy Agreement, SSA and SCA and when otherwise deemed appropriate by the CSA. The TCP shall prescribe all security measures determined necessary treasonably foreclose the possibility of inadvertent access by non-U.S. citizen employees and visitors to information for which they are not authorized. The TCP shall also prescribe measures designed to assure that access by non-U.S. citizens is strictly limited to only that specific information for which appropriate Federal Government disclosure authorization has been obtained; e.g., an approved export license or technical assistance agreement. Unique badging, escort, segregated work area, security indoctrination schemes, and other measures shall be included, as appropriate. 

 

10-509. TCP.  A TCP is required to control access by foreign nationals assigned to, or employed by, cleared contractor facilities unless the CSA determines that procedures already in place at the contractor's facility are adequate. The TCP shall contain procedures to control access for all export-controlled information. A sample of a TCP may be obtained from the CSA.
