Department of Defense

Regarding:  DFARS  Case 2004-D010

Defense Federal Acquisition Regulation Supplement; Export Controlled Information and Technology.

[Comments on 252.204-70D1-D2]
Northwestern University, a major research institution is responding to the request for comments on DFARS Case 2004-D010 relating to proposed DFARS Rule 252.204-70D1-D2.  

The proposed supplement should be rejected for the following reasons:

The proposed rule characterizes the requirements as clarifications of existing responsibilities, yet new compliance obligations for DoD contractors are created which abandon National Security Decision Directive 189.  Not only do these requirements fail to balance our national security interests against the continuation of research vital to our nation’s security,  they succeed only in increasing the administrative burden at universities with no likelihood of additional safety or security.  The most likely result is that many of our finest universities will simply decline to participate in important DoD sponsored projects.
Justification for rejecting proposed DFARS Rule 252.204-70D1-D2:

1. There must be a direct link between those individuals who are to be singled out as foreign nationals based on a risk to the nation, rather than casting a wide blanket exclusion over all foreign nationals.  Proposed DFARS Rule 252.204-70D1-D2. will, by default, create a second class of researcher at U.S. institutions; Rather than accept such a non-performance based reduction in stature, a significant population of highly skilled foreign researchers will likely either refrain from seeking positions with U.S. institutions of higher learning, or may simply leave if they are already here.  Currently there are not enough home-grown US nationals involved in research to make up this difference.   The proposed rules fail to establish such a link between those who would be excluded, and those who should be excluded.  The potential loss would dramatically and adversely affect research vital to the nation and our security as this may best be described as a critical dependency.   
2. To comply, universities would need to establish segregated facilities to assure that foreign members of the campus community do not have access to any export-controlled information or technology, and require “badging” of these foreign nationals.  This is not simply an issue of substantial cost, but one which calls into question the university’s mission and purpose.  Accepting funding under these terms will undermine the open, collaborative, and international research environment that underlies the productivity and success of the U.S. academic research endeavor and, ultimately, contributes to our nation’s security.   The university’s name and integrity are at stake.  Under the proposed rules, the university’s research enterprise would no longer fit into its educational mission and purpose.
3. The proposed rule creates a de facto abandonment of National Security Decision Directive 189, by subjecting all DoD-funded research at universities to the export control regulations even for research which “fundamental” as defined under ITAR and EAR.  Requiring universities to obtain licenses and implement security procedures contractually eliminates the fundamental research exclusion.

4. DoD’s proposed rule is less flexible and less clear than those established to protect classified information. Control of unclassified export-controlled information should be eligible for at least the same flexibility.  There is a critical need to specifically identify in all solicitations, contracts and other funding mechanisms, the export-controlled information or technology that, absent an applicable exclusion or license exemption, will require a license prior to transfer to any foreign nationals or countries for which the information or technology is controlled.   There is currently no such requirement, and without this, the burden is inappropriately shifted to universities who are being asked to differentiate between controlled and potentially-controlled electronics and communications technologies, some of which are readily available in the global marketplace and otherwise freely available.
5. The proposed rule is attempting to cure an ill which has not been clearly defined or demonstrated to exist.  No evidence has been shown that existing visa and classification processes fail to adequately address concerns about the potential for transfer of any sensitive technologies at universities. Extensive background checks are conducted on foreign students and scholars entering the U.S. to study and conduct research.  Once a researcher is cleared by the Department of Homeland Security to enter the U.S. and participate in classes, foreign students and researchers should be permitted to fully participate in the academic research community.  Badging requirements and segregated work areas for foreign nationals and foreign persons are appropriate to protect information which is classified, but for unclassified efforts, such steps only create a false perception of security.

For the foregoing reasons, Northwestern University respectfully recommends that the proposed DFARS Rule 252.204-70D1-D2 be soundly rejected and that instead, an open dialogue be established involving both the DoD and the university community to discuss functional and appropriate solutions to the DoD concerns.

