






October 11, 2005

Defense Acquisition Regulations Council

OUSD (AT&L) DPDP (DAR)

IMD 3C132

3062 Defense Pentagon

Washington, DC 20301-3062


Re:
DFARS Case 2004-D010- Export-Controlled Information and 



Technology (70 Fed. Reg. 39976, July 12, 2005)

Sirs:


Sun Microsystems Inc., the world’s leader in networked systems, welcomes the opportunity to comment on the above-captioned Proposed Rule.  Sun manages an extensive program of internal controls in order to ensure compliance with US controls on the export of technology, both within the United States and overseas.  Although we do not view the defense contracting process as an optimal mechanism to enforce these controls, we support efforts to compel other users of controlled technology to create and manage effective control programs.


As Sun already manages an effective control program, we do not object to certification of this fact as a condition of defense-related sales to the Federal Government.  However, specific provisions of the Proposed Rule are not consistent with existing controls, and would require specific and arbitrary control measures that are not consistent with all business environments, and that do not enhance compliance.


We take issue with the following provisions of the Proposed Rule:

Proposed Section 204.7302, “General”


This section, which appears to be a reformulation of the “deemed export” principle found in both the International Traffic in Arms Regulations (ITAR) and the Export Administration Regulations (EAR), is in fact much broader, and on its face implies controls that are not required in either regulatory framework.


Specifically, the Rule suggests that “any access” to any controlled technology by an unauthorized individual without appropriate authorization is prohibited.  In fact, both the ITAR and the EAR prohibit “transfer or release” of such technology.  As a result, this proposed language would impose a different standard on contractors subject to these requirements, and arguably a higher one than exists in the regulations.  We urge that this term be adjusted to be consistent with regulation.


Of equal significance is the fact that “export” in this proposal is defined as unauthorized transfer to any “foreign person” or to a “foreign national.”  This is a significant departure and expansion of controls found in both the ITAR and the EAR.  Under both systems, nationals who are permanent residents (e.g., “green card” holders in the US) are not considered foreign persons or foreign nationals for purposes of deemed exports or reexports.  


This change is not only inconsistent with current regulation, but would place a substantial new burden on contractors subject to this rule.  We recommend avoiding potential conflict with existing regulation by replacing this section with a reference to controls on technology set out in the International Traffic in Arms Regulations (22 C.F.R. parts 120-130) (“ITAR”) and the Export Administration Regulations (15 C.F.R. parts 730-774) (“EAR”).

Proposed Section 204.7303, “Policy”


This provision requires contracting officers to identify “any export-controlled” information or technology involved in contract activity.  In practice this would prove to be an extremely burdensome activity that does not enhance export compliance.


Technology controls under the EAR in particular can be extremely broad, and potentially irrelevant to the business structure and environment of most contractors.  For example, nearly all technology in current use in the computer/IT industry remains controlled to a group of embargoed destinations and their nationals under “anti-terrorism” controls.  If a firm has no such nationals in its employ, it will be compelled to undergo an extensive, auditable and arbitrary listing procedure of all such technologies, although the rule would not in practice apply.


A similar problem arises with companies that have taken steps to create business units for the expressed purpose of confining controlled data to a subset of authorized employees.


We strongly urge that the requirement specified in this policy be eliminated.  Should validated EAR or ITAR authorizations be required, listing is already required as part of the licensing process.  In other situations, companies should be allowed to flexibility to control technologies as situations warrant, subject to Government review.

Proposed Section 204.7304, “Requirements Regarding Access to Export-Controlled Technology”


The specific control measures listed in paragraph (d) of this section may not apply to particular control programs and should be eliminated.   While badging requirements and segregated work areas are compliance tools that are commonly used in internal control program management, they are not the only ones, and may not apply to particular business situations.  Moreover, the broad scope of technology controls under the EAR ensure that badging and work segregation requirements may apply to non-US nationals were the need for authorizations may be rare or non-existent in a given business activity (e.g., Canadian nationals).


Contractors must be allowed the flexibility to apply control techniques and tools that are appropriate and effective for their business environments.


In summary, companies and other entities should establish and maintain effective internal control programs for relevant technology, whether they are Department of Defense contractors or not.   However, control requirements must be consistent with current regulation, and should provide affected companies with the flexibility to administer their programs in a way that is appropriate to their business situations.  As a result, the Proposed Rule, if implemented, should not be adopted without the important modifications cited above.  


Again, we appreciate the opportunity to comment on this Notice.








Sincerely,








Hans Luemers,








Senior Director,








International Trade Services,








Sun Microsystems Inc.

